
Protect 
Yourself in the 
Digital World

Keeping yourself safe while using the internet is a responsibility you should take seriously. Since the internet is a 
vast place with users from all over the world, every user is at risk of getting into compromising situations like 
identity theft, cyberbullying, hacking, exposure to disturbing content, and more stressful encounters. 

STAYING SAFE ONLINE CAN BE DIFFICULT, BUT THERE ARE SOME PRECAUTIONS YOU CAN TAKE TO MINIMIZE 
RISKS AND ENJOY A POSITIVE ONLINE EXPERIENCE. 

PRIVACY AND SECURITY

Change your passwords and 
usernames often

Install antivirus 
software and keep it 

activated and updated

Don’t share your 
private information 
with anyone online

Avoid posting content that 
exposes too much about your 

personal life

Use strong passwords and don’t share them

Be careful with your �nances and 
only use secure platforms when 
shopping online

Make sure your webcam 
is always turned o�

Avoid using public WiFi networks and 
keep install a �rewall 

Only enter required data 
(marked with *) when 
signing up to anything

MENTAL AND PHYSICAL HEALTH

IF YOU EVER FEEL UNSAFE, TALK TO SOMEONE YOU TRUST ABOUT IT AND GET THE HELP YOU NEED.

Remember that not everything you see 
online is real

Don’t compare yourself to others based on 
what they post

Spend a reasonable amount of time online

Report inappropriate content and don’t 
interact with it

Always fact-check to avoid falling for fake 
news and clickbait

Respect others and don’t 
engage in cyberbullying

Mind your seating position and posture 
when using electronic devices

Stay offline before going to 
bed to avoid insomnia

Switch o� every once in a while and 
be fully engaged in your offline life

Think about the impact of everything 
you share on yourself, and on others


